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The Application Layer

Uses transport services to build 

distributed applications
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DNS – Domain Name System

The DNS resolves high-level human readable 

names for computers to low-level IP addresses

• DNS name space »

• Domain Resource records »

• Name servers »



The DNS Name Space

DNS namespace is hierarchical from the root down

• Different parts delegated to different organizations

The computer robot.cs.washington.edu



The DNS Name Space

Generic top-level 

domains (250) are 

controlled by ICANN 

who appoints registrars 

to run them

This one was controversial

Cybersquatting



The DNS Name Space

• A Domain Name must be under a top level domain.

• Each domain is named by the path upward from it to 

the top level domain, e.g, eng.cisco.com

• Each component in a domain name can be of 

maximum 63 characters and case sensitive.

• A domain name cannot have more than 255 

characters in total.



The DNS Zones

• DNS Name Space is divided into non-overlapping 

zones.

One zone



Name Servers

• Each zone is also associated with one or more name 

servers

• Name servers are the hosts that hold the database for 

the zone. 

• A zone will have one primary name server, which gets 

its information from a file on its disk, and one or more 

secondary name servers, which get their information 

from the primary name server.

• Zone information in the name servers are kept as a 

zone file that holds many resource records about the 

zone.



Domain Resource Records

The key resource records are IP addresses (A or AAAA) and name 

servers (NS)

Domain Name Time to 

live

Class Type Value

cs.vu.nl 86400 IN NS star

star 86400 IN A 130.37.56.203

www 86400 IN CNAME star.cs.vu.nl



Domain Resource Records

A portion of imaginary DNS database for cs.vu.nl.

IP addresses 

of computers

Name server

Mail gateways



Name Resolution

Finding the IP address for a given hostname is called 

name resolution and is done with the DNS protocol.

• Runs on UDP port 53, retransmits lost messages

• Caches name server answers for better performance



Name Resolution

• Computer requests a local name server to resolve IP address 

against a domain name. 

• Local name server attempts to resolve from the cache. 

• If cache attempt fails, local name server queries (recursive query) 

the root name server.

• Root returns the name server address of the top level domain.

• Local name server queries (iterative query) the top level domain 

name server.

• Top level domain name server returns the name server address of 

the next level name server. 

• Iterative queries at local name server continues until a remote 

name server responds with an authoratitive answer. 



World Wide Web (HTTP)

• HTTP (HyperText Transfer Protocol) is a request-response 

protocol that runs on top of TCP.

• HTTP Client (Web Browser) sends the requests to HTTP 

Server (Web Server).

• HTTP Server responds to HTTP Client’s requests.

• Client fetches web pages from server.

• Server usually runs on port 80.

• Headers are given in readable ASCII.

• Content is described with MIME types.

• Protocol has support for pipelining requests.

• Protocol has support for caching.



WWW Architectural Overview

HTTP transfers pages from servers to browsers
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WWW Architectural Overview

Pages are named with URLs (Uniform Resource Locators)

• Example:   http://www.phdcomics.com/comics.php

Our

focus

Protocol Page on serverServer

Common URL protocols



WWW Architectural Overview

Steps a client (browser) takes to follow a hyperlink:

− Determine the protocol (HTTP or HTTPS)

− Ask DNS for the IP address of the server

− Make a TCP connection to the server

− Send request for the page; server sends it back

− Fetch other URLs as needed to display the page

− Close idle TCP connections

Steps a server takes to serve pages: 

− Accept a TCP connection from client

− Get page request and map it to a resource (e.g., file name)

− Get the resource (e.g., file from disk)

− Send contents of the resource to the client.

− Release idle TCP connections



WWW Architectural Overview

Content type is identified by MIME types

• Browser takes the appropriate action to display 

• Plug-ins / helper apps extend browser for new types



WWW Architectural Overview

To scale performance, Web servers can use:

• Caching, multiple threads, and a front end 



WWW Architectural Overview

Server steps, revisited:

• Resolve name of Web page requested

• Perform access control on the Web page

• Check the cache

• Fetch requested page from disk or run program, if 

necassury

• Determine the rest of the response

• Return the response to the client

• Make an entry in the server log



WWW Stateful Client-Server Interactions

Cookies support stateful client/server interactions

• Server sends cookies (state) in Set-Cookie header 

with page response 

• Client stores cookies in its cache across page fetches

• Client sends cookies in Cookie header back to the 

server with successive requests

Examples of cookies



HTTP on TCP

HTTP uses persistent connections to improve performance

One connection for 

each request

Sequential requests 

on one connection

Pipelined requests 

on one connection



HTTP Request Methods

HTTP has several request methods.

Fetch a page

Used to send 

input data to a 

server program



HTTP Response Codes

Response codes tell the client how the request fared:



HTTP Headers

Many headers carry key information:

Function Example Headers

Browser capabilities

(client  server)

User-Agent, Accept, Accept-Charset, Accept-

Encoding, Accept-Language

Caching related

(mixed directions)

If-Modified-Since, If-None-Match, Date, Last-

Modified, Expires, Cache-Control, ETag

Browser context

(client  server)

Cookie, Referrer, Authorization, Host

Content delivery

(server  client)

Content-Encoding, Content-Length, Content-Type, 

Content-Language, Content-Range, Set-Cookie



Browser Caching

HTTP caching checks to see if the browser has a known 

fresh copy, and if not if the server has updated the page

• Uses a collection of headers for the checks

• Can include further levels of caching (e.g., proxy)



File Transfer Protocol (FTP)

• FTP server stores files

• Client logs into host

• Client program sends command to get a file

• FTP client downloads the file with error correction

FTP Server

2. FTP Get Command

3. Download

1. Login

FTP Client



File Transfer Protocol (FTP)

User can also upload a file to the FTP Server

• WWW cannot do this

FTP Server

2. FTP Upload

1. Login

FTP Client



File Transfer Protocol (FTP)



FTP Control Connection

Control Process

Data transfer 
Process

Control Process

Data transfer 
Process
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FTP Data Connection: Active Mode

Control Process

Data transfer 
Process

Control Process

Data transfer 
Process

62010 21

Control Process

Data transfer 
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Data transfer 
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FTP Data Connection: Passive Mode
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FTP Commands

• Access Commands

• File Management

• Data Formatting

• Port defining

• File transfer

• Miscellaneous



FTP Access Commands



FTP File Management Commands



FTP Data Formatting Commands



FTP Port Defining Commands



FTP File Transfer Commands



FTP Miscellaneous Commands



FTP Responses



FTP Responses



FTP Responses



Table 19.7  Responses (continued)

FTP Responses



Table 19.7  Responses (continued)

FTP Responses



FTP File transfer



FTP: Example 1



FTP: Example 2



Summary

– DNS

• Name Space

• Resource Record

• DNS Server

– HTTP

• URL

• HTML

• HTTP Methods

• HTTP Headers

– FTP

• Control and Data 
Connections

• Commands and Replies



Next

– Secrecy, Authentication, Nonrepudiation, 
and Integrity

– Cryptography

• Plain and Cipher Texts

• Substitution Cipher

• Transposition Cipher

• Product Cipher

– Public Key Algorithm

– Digital Signature 

Network Security


